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Summary
Advances in hardware, software, communication, embedding computing technologies along with their decreasing costs and increasing performance have led to the
emergence of the Internet of Things (IoT) paradigm. Today, several billions of
Internet-connected devices are part of the IoT ecosystem. IoT devices have become
an integral part of the Information Communication Technology (ICT) infrastructure
that supports many of our daily activities. The security of these IoT devices has been
receiving a lot of attention in recent years. Another major recent trend is the amount
data that is being produced every day which has reignited interest in technologies
such as machine learning and artificial intelligence. We investigate the potential of
machine learning techniques in enhancing the security of IoT devices. We focus on
the deployment of supervised, unsupervised learning techniques, as well as reinforcement learning for both host-based and network-based security solutions in the IoT
environment. Finally, we discuss some of the challenges of machine learning techniques that need to be addressed in order to effectively implement and deploy them
so that they can better protect IoT devices.
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1

INTRODUCTION

The last two decades have witnessed the rapid convergence of the physical world and the digital world. Initially, the Internet
played a crucial role in connecting the two worlds. As embedded computers become smaller, more powerful, and affordable,
they are being deployed in many devices and systems cost-effectively making these devices Internet-enabled and reachable from
any device, anytime, from anywhere. These technological developments have paved the way for the emergence of the Internet
of Things (IoT). Today, numerous IoT application and devices have been deployed in various sectors including healthcare,
transportation, smart home, manufacturing, and so on to provide value added services to consumers 1 . Several recent reports
have projected a rise in the number of connected devices in the home. For instance, one report 2 has predicted the number of
connected devices per Australian household will be over 30 by 2021. In the US, broadband households have more than 10
connected devices 3 which include PC/Mac, smartphone, tablet, and in-home entertainment platforms such as gaming console,
smart TV, streaming media player, Blu-ray player, DVR, and so on.
Recently, there has been a growing interest in exploring the potential of machine learning technologies to improve IoT security. This interest stems from the rise of intelligent adversaries powered by the proliferation of machine learning tools and the
rise of big data as well as the inability for signature-based defenses to adapt quickly enough to zero day threats 4,5 . Machine
learning approaches differ in their efficiency and computational requirements. For example, some supervised models have high

2

Zeadally, S. & Tsikerdekis, M.

CPU and memory requirements during their training phase but require less resources once implemented compared to unsupervised learning models. When machine learning techniques are used to improve the security of networks they are executed on
traditional networked devices (e.g., laptops, routers, and so on) 4 and as such they are uniquely positioned to help protect the IoT
infrastructure.

1.1

Research contributions of this work

Most security approaches for IoT devices focus on passive measures (e.g., encryption) on these devices (or rely on traditional
network security monitoring practices (e.g., signature-based intrusion detection). Limited progress has been made toward identifying viable network-based machine learning defenses for IoT as well as host-based machine learning defense techniques that
can be used on these devices. Furthermore, when deploying machine learning-based security techniques for IoT devices, we
need to consider both the limitations associated with various categories machine learning algorithms (supervised, unsupervised,
and reinforced) as well as the specific characteristics (such as limited computing and storage resources) of these IoT devices.
We summarize the main research contributions of this work as follows:
• We briefly review the characteristics of IoT devices and the common attacks that have been launched against them.
• We present a taxonomy of network-based and host-based machine learning approaches (along with their strengths and
weaknesses) that can be used to improve IoT security in practice.
• We discuss some key challenges that need to be addressed in the future to enable stronger and more efficient IoT security
with machine learning techniques.

2
2.1

BACKGROUND AND MACHINE LEARNING
Internet of Things

Internet of Things provides users ease of use of Internet-connected devices and seamless connectivity both of which support
our daily activities in cyberspace. As more devices connect to the IoT ecosystem, the potential attack surface becomes larger.
In fact, given the large number of IoT devices that are interconnected in the IoT environment, the possibilities for amplification
attacks are much higher. Securing IoT devices in cyberspace remains a significant challenge. For instance, using tools such as
Shodan, a search engine for IoT devices, millions of devices (e.g., home security cameras) with critical ports (e.g., port numbers
143 for the Internet Message Access Protocol or 445 for the Microsoft Directory Services) have been discovered. Many of
these devices continue to use default login credentials. In fact, with the rapid proliferation of IoT, insecure protocols such as
Telnet are frequently being used again. Moreover, many of these Internet-enabled devices operate using wireless communication
technologies which make these devices accessible outside the traditional wired network perimeter if they are not secured properly.
An example of such an attack is the recent data exfiltration that was conducted through a casino’s Internet-connected aquarium
thermostat device (although it was residing on the casino’s Intranet) 6 . The attackers used the device to access the internal network
and transferred several gigabytes of data from the casino’s high-roller database that contained private information about its richest
high-roller guests out of the network. The impact of infiltrated IoT devices is not isolated to the individuals or organizations that
host these devices on their networks. Compromised IoT devices can be used as part of a botnet to launch large-scale Denial-ofService (DoS) attacks on other systems and networks 7,8,9,10 . A recent report has quantified the cost that such attacks have on
organizations and society at large 11 . The cost of IoT hacks for small U.S. firms amounts to 13% of their annual revenue 12 .
Strong, cost-effective IoT security is harder to achieve compared with traditional information security because of several
reasons which include 13 : a) the environment these IoT devices reside. Today, many IoT devices use wireless connections which
may be accessible outside the organization’s internal network perimeter; b) Firmware update and vulnerability patching are
frequently done on standard IT systems. This is not quite the case with consumer IoT security wherein automatic updates of
firmware/software and patching mechanisms are not well implemented. In many cases of IoT devices, the user is left to do the
updates or patching which in most cases is not effective; c) the limited storage, size, and computing power of many IoT devices
make it difficult to apply the same security controls that are deployed on traditional networked computing systems.
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Machine Learning

The big data era has been fueled by the explosive growth of data that is being generated by diverse sources including systems (e.g.
devices, sensors), people, services, and others. Today, many data-driven techniques are being applied to the huge amounts of data
produced in order to reap important benefits 13 such as value-added services, resource optimization, new functionality, and so
on. Recently, there has been a strong renewed interest in the capabilities of machine learning in several application domains. One
area where we have witnessed increasing interests in the use of machine learning techniques is cybersecurity. Machine learning
algorithms can be used to solve classification problems (e.g., predicting stocks or identifying whether a fruit is an apple or pear)
as well as clustering problems (e.g., identifying distinct groups of people based on their socioeconomic background) 14,15,16 .
Classification problems (i.e., data are labeled prior to the analysis) are often solved using Supervised Learning algorithms
such as Random Forests 17 or Neural Networks 16 . Clustering problems, which involve unlabeled data, are often solved using
Unsupervised Learning algorithms such as k-means clustering 18 and DBSCAN 19 . Finally, Reinforcement Learning is a distinct
category in machine learning algorithms that involves identifying solutions that aim to either maximize or minimize a function
(e.g., agent actions based on a set of states that prolong interaction with an adversary). These models use a Markov decision
process to model state and actions and iterate in order to “learn”. An algorithm in this category is Q-Learning 20 .

3

IOT CHARACTERISTICS AND COMMON ATTACKS

IoT devices are required to operate in various conditions that are not traditionally the same as in the operational environments
of common computing devices. Often, they have specialized functions and objectives that are supported by their unique characteristics. The security vulnerabilities of IoT devices are generally exploited by using traditional attack methods which often
target their unique properties. Next, we present some typical characteristics of IoT devices and common attacks on them.

3.1

Characteristics of IoT devices

We identify a few characteristics that are unique to IoT devices.

Sensing
Various types of sensors are available for implementation into IoT devices and several may be implemented in a device depending
on the application domain. These include body sensors, environmental sensors, vehicle sensors among many others 21 . However,
these sensors also contribute to measurement error rates or missing data altogether (e.g., sensor misreads or fails to read for a
particular interval). This is a well known limitation of sensors and studies often propose the use of various statistical methods
to correct these data anomalies 22 .

Dynamic states
IoT devices operate as finite-state automata at the device-level more so than any other computing device. They are expected to
transition between states (e.g., sleeping, active) depending on environmental changes and their programming protocol. These
changes also generate unique conditions related to the state of data availability. For example, a sensor may not be reading while
a device is in the sleep state leading to missing data for that time period. The missed data cannot be easily replaced by using
traditional approaches (e.g., use a daily average to fill in the missing values). Instead, an analyst who is monitoring a particular
device would verify if the absence of data coincides with the state of the device and may classify the event as a false positive.
When machine learning algorithms are used to automate this process, the learning models need to incorporate any network
traffic behavior that is specific to a device’s state (e.g., when a device is sleeping it transmits 80% less network packets 23 ).

Connectivity
Traditional networked devices often use a wired network connection. This is the case for devices used in industrial control environments. However, wireless technologies such as 802.11-based networks, Zigbee, and others are increasingly being deployed
in these industrial control systems. Many IoT devices are currently using Zigbee, which has low power consumption (therefore
extending battery life) 24,25 . However, these protocols tend to be much slower in terms of their throughput (e.g., 250 Kbit/s) and
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have a shorter range. Zigbee communications are also affected by interference caused by 802.11 communications, which leads
to an increase in packet loss 26 .

Limited hardware resources
In an effort to reduce the cost of IoT devices and their power consumption, these devices tend to have limited computing
resources. Memory is by far the least available resource in some IoT devices (some with as low as a few Kilobytes). CPU
limitations also limit the availability of services that can operate on such devices. All these hardware limitations have direct
implications on the type of machine learning approaches that can be deployed to secure these IoT devices.

Heterogeneity
The wide range of IoT configurations is another limiting characteristic that may often require customized solutions for each
IoT implementation. For example, many devices use lightweight protocols such as the Message Queueing Telemetry Transport
(MQTT) which is a publish-subscribe messaging transport protocol 27 . MQTT delivers higher throughput compared to HTTP
and requires substantially less resources. However, in order to use MQTT, we need a designated broker device that acts as a
collector from the rest of the IoT devices. Users access the broker device (instead of the IoT devices) in order to retrieve sensor
information.

3.2

Common Attacks on IoT devices

In order to better understand the benefits resulting from the different machine learning defense implementations, we briefly
describe some common attacks on IoT devices below. A more extensive discussion of attacks on IoT devices is beyond the scope
of this paper but can be found in the recent literature 28,29,30,31 . Several well-known attacks have been described in the literature.
DOS attacks either disable the IoT device itself or use a compromised IoT device in order to launch other DoS attacks 32 . The
first approach aims to overwhelm the lightweight communication channel that is utilized. The second approach takes advantage
of weak security and maintenance (e.g., default authorization credentials set by the vendor of the IoT device are not changed
or the owner of the IoT device fails to regularly update the device’s firmware and software) that often exists in many of these
devices. DOS attacks can also involve crafting bad packets with the goal of disabling the device. For example, a designated field
in a packet that defines the payload length may be replaced with an incorrect value in order to cause a buffer overflow in a device’s
system or exhaust resources on the system to handle that particular exception. In addition to artificially manufacturing faulty
packets, an attacker can also replay past packets in order to disrupt network communications or the operation of the device itself.
A spoofing attack involves impersonating an existing device in the IoT network in order to access the communication channel or
otherwise set the stage for a future man-in-the-middle attack. Man-in-the-middle attack enables an attacker to eavesdrop but also
alter information transmitted over a communication channel. Typically, a successful attack in this category will allow the attacker
to impersonate the IoT gateway which connects multiple IoT devices 28 . An eavesdropping attack aims to acquire information
from IoT channels. Since surveillance is often the first step for most attacks, easily accessible communication channels are often
the prime target of attackers. For IoT communications, often the data exchanged locally or remotely is not encrypted either
because of a lack of options or negligence on the part of system administrators. Other types of attacks involve the use of trojans,
worms as well as viruses in order to compromise, control and collect information from IoT devices have also been reported 28,33 .
For example, an attacker may use a remote execution service’s vulnerability on an IoT device in order to install a trojan that will
provide him or her access to the device.

4

MACHINE LEARNING: AN OPPORTUNITY FOR IMPROVING IOT SECURITY

As we mentioned earlier, the number of connected devices in various IoT environments (e.g., smart homes, healthcare, critical
infrastructures) keeps increasing. Consequently, we need efficient security controls that can be automated and quickly analyze
and differentiate between benign and malicious IoT data. Recently, several research efforts 28,34,35,36,37 have started to apply
machine learning techniques to detect malicious traffic data and behaviors of devices running in IoT environments. Several
drivers are responsible for this surge in interest in machine learning techniques aimed at improving IoT security. These include 13 :
a) the resource-constrained nature of IoT devices in terms of limited storage, processing power and network connectivity makes
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these devices less complex when compared with general computing and networked devices. As a result, automating the analysis
of IoT data such that it is possible to differentiate between malicious and benign behaviors becomes feasible with machine
learning; b) Deploying machine learning techniques in traditional computing systems and networks is more challenging than
when deploying them in IoT environments. This is because of the frequent variations (such as bandwidth, duration, delay, and
so on) in both the traffic data and the behaviors of traditional network systems and devices. Thus, it becomes more difficult to
establish baseline for “normal” traffic in traditional network settings. In contrast, IoT devices are generally designed to execute
specific and other repetitive functions which remain the same during the lifetime of the IoT device. This more predictable
behavior makes it easier to develop a machine learning model that uses IoT traffic data to characterize benign (i.e., normal)
behavior and distinguish it from malicious behavior.
The impact on performance of a machine learning model depends on both the machine learning algorithm as well as the
context and characteristics of the data. In order to develop a machine learning model, we need good training data. We can collect
both data that characterizes normal behavior and data that characterizes malicious behavior. Data from the latter behavior is
more challenging to collect. This explains why most security solutions make use of unsupervised or one-class machine learning
techniques which focus on normal device behavior characteristics. One-class learning involves distinguishing one class of target
data from other types of data by using a classifier with a training set that only contains the target data. In the case of IoT devices,
with one-class modeling we develop and train a model by using data that represents the normal behavior of an IoT device. After
training the model, it is deployed in an actual IoT environment wherein it will try to detect any data that is different (which will
be categorized as malicious) from the normal behavior of the IoT device.
Machine learning-based security solutions are viable alternatives to traditional IoT security that focuses largely on access
control and encryption. However, from a threat-centric defense perspective, such defenses are bound to fail and as such an
additional layer of machine learning-based security can prove beneficial in enhancing security. Machine learning applications are
largely divided in three main categories: supervised, unsupervised and reinforcement learning 38 . However, given the availability
of network data, these solutions can be further divided in network-based and host-based. This is similar to traditional network
security monitoring solutions that involve network as well as host intrusion detection systems.
Figure 1 illustrates a simple example that demonstrates the deployment of machine learning techniques at the host and network
levels in an IoT environment. Table 1 presents a summary of the machine learning algorithms and their potential for being
implemented at the network-level or host-level as well as some challenges related to IoT characteristics. In the next few sections,
we discuss appropriate machine learning techniques that can be deployed at the host-level and at the network-level. We focus
our discussions based on the impact (which includes computational limitations, communication loss/latency tolerance, missing
data tolerance and dynamic state utilization) of the relative characteristics of typical IoT devices. We also identify the strength
and weaknesses of these machine learning techniques based on their deployment location.

TABLE 1 Summary of machine learning techniques based on the impact of characteristics of IoT devices.

Network-based

Host-based

Supervised
Unsupervised
Reinforcement
Supervised
Unsupervised
Reinforcement

Representative
algorithms

Computational
limitations

CNN, ADA
DBSCAN
SARSA, DQN
k-NN, SVM
k-Means, GGMs
Q-Learning

Low
Low
Medium
High
High
High

Communication
loss/latency
tolerance
Medium
Medium
High
High
High
High

Missing data tolerance

Dynamic
utilization

High
High
High
Low
Low
High

Available
Available
Available

Note: CNN:Convolutional Neural Networks; ADA:ADAptive boosting; DBSCAN: Density-Based Spatial Clustering of Applications
with Noise; SARSA:State–Action–Reward–State–Action; DQN:Deep Q-network; k-NN: k-Nearest Neighbors; SVM:Support Vector
Machines; GGM:Gaussian Graphical Model.

state
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FIGURE 1 An example of a network that includes several IoT devices that utilize different communication protocols. MQTT
is a protocol used for messaging between IoT devices. Host and network-based machine learning defenses are shown. The
limitations for monitoring certain communications (e.g., temperature sensors to broker) unless further host-based solutions are
implemented are also presented.

5

NETWORK-BASED MACHINE LEARNING DEFENSE

Machine learning solutions in this category enable a variety of approaches to be implemented without any restrictions on
computational resources. However, the extent to which network communications are encrypted may also limit the ability of
network-based approaches to detect security incidents. For example, encrypted MQTT packets will not be readable by these
network-based models. Instead, the machine learning model will have to rely on the quality of visible metadata (e.g., IPs, ports)
of the network traffic in order to appropriately classify it.

5.1

Supervised Learning

Supervised models focus on identifying known patterns that characterize benign and suspicious behavior. From a network
perspective one can identify various types of attacks that will output network traffic (e.g., DOS, jamming). Supervised models
require configuration ahead of time in order to be able to identify appropriate data points (i.e., features). As we mentioned
earlier, IoT devices exhibit fairly routine, simplistic behavior due to the services they support as well as their single-purpose
function. As such, a limited amount of useful data may exist for supervised models, which can potentially exclude the need to
use algorithms (e.g., deep learning) that are more geared towards highly-dimensional datasets.
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Resource requirements
For network-based machine learning, options such as Support Vector Machines (SVM) or k-Nearest Neighbors (kNN) can
yield positive results as when they are used in traditional network security monitoring 39,40 . Furthermore, methods such SVM
can also be computationally efficient because the same model (once trained) can be used for identifying malicious traffic from
an adversary. In contrast, prediction in kNN requires the algorithm to compare each new data point (e.g., packet) to a list of
other existing data points (the training set). In other words, there is no training phase that produces a vector of weights and the
algorithm needs to be recomputed against a training set every time. Put simply, model-based methods such as SVM, regression
or decision trees are more portable across different networks as long as the IoT devices are of the same vendor/type (i.e., their
network behaviors are similar across networks).

Missing data tolerance
IoT devices can experience network connectivity issues as well as data measurement errors which will affect the way network
traffic is being monitored. As result, it becomes difficult to differentiate between normal network behavior and malicious network
behavior which can also confuse supervised learning models. For example, where data noise (measurement error) is consistent,
ensemble models (e.g., Random Forest) can be used to average the error through the classification process. However, large
missing data sequences due to connectivity issues cannot be efficiently handled by supervised models. For example, missing
temperature readings by an IoT device for an hour could be the result of a connectivity failure or a compromise. Such missing
data needs to filled in when a machine learning model is trained, which leads to many challenges (e.g., should the mean be used
for the missing values?) 41 . The other challenge with supervised models is that, when some data points are missing, a prediction
cannot be made (unless a model is especially trained to understand what missing data means). In other words, a model cannot
easily infer if the missing data traffic is normal or abnormal.

Limited state information
IoT devices contain state information (e.g., an IoT will not advertise when it is going into a sleep state) that network-based
supervised models do not normally have access to. As such, although hierarchical supervised learning models exist (e.g., decision
trees), they cannot be efficiently used in order to learn different IoT behaviors under different states. This is not a serious limitation
of these supervised models but it means that they cannot be used to their full potential.

5.2

Unsupervised Learning

Unsupervised learning focuses on categorizing (clustering) of data to distinguish malicious activity from normal traffic 42,43 . As
a result, no ground truth is required for the input (i.e., we do not need to tell the model what malicious or benign traffic looks
like). However, this means that a human needs to interpret the output and determine what malicious traffic looks like. As a result,
methods such as hierarchical or k-means clustering 44 require more human involvement even though they are both unsupervised
learning algorithms. However, these methods have the potential to detect zero-day attacks because unknown patterns may be
clustered separately (depending on how machine learning features that are fed into the model are organized) in the network
traffic being monitored.

Resource requirements
Unsupervised learning algorithms tend to be more computationally intensive, which can hinder their implementation when the
speed of data (data velocity) that is being parsed by these algorithms increases. This can occur when there are many IoT devices
in a network. Given that there is no training phase, the classification of traffic data is completed using a set of dynamic data
(e.g., new daily traffic pattern data). In addition, although NP-hard, many of these algorithms (e.g., k-means) have a computation
time complexity that is practically linear. As a result, many of these unsupervised learning solutions are fairly lightweight to
implement and scale well too. Therefore, the computational requirements of many unsupervised learning algorithms are rather
low, making them an attractive solution for IoT machine learning defense.
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Missing data tolerance
When the data generated by an IoT device is missing because of connectivity issues or the IoT device has been compromised,
it becomes difficult to use many unsupervised algorithms. For example, k-means clustering requires a complete matrix which
contains no missing values (e.g., null entries). However, techniques such as k-POD (a method for k-means clustering of missing
data 45 ) can overcome this restriction. Moreover, traditional unsupervised learning models make explicit assumptions about the
normality of the data as well as a uniform variance that is expected to exist between groups. Noisy data that may be produced by
IoT devices as a result of measurement errors from sensors will affect the effectiveness of unsupervised learning algorithms. In
cases where such noisy data exists, it is necessary to use more robust methods such as Gaussian Mixture Models (GMMs) 46 or
hierarchical Density-Based Spatial Clustering of Applications with Noise (DBSCAN) 47 . Some machine learning models do not
perform well with noisy data compared to others such as ensemble methods 48 . Ensemble methods aggregate prediction results
through multiple models (e.g, decision trees) and then average the differences among these multiple models. For example, if the
ensemble model consists of five decision trees and three of them classify the traffic as malicious then the ensemble’s outcome
would also classify the traffic as malicious. Thus, in order to maintain a higher accuracy in detecting malicious traffic, we need
to make sure that we select the appropriate machine learning algorithm if the data is noisy.

Limited state information
Similar to supervised learning, state information needs to be communicated via the network otherwise it cannot be incorporated
in such models. If state information is available, hierarchical clustering algorithms (such as Ward’s method 49 ) can also be used.

5.3

Reinforcement Learning

Reinforcement learning focuses on establishing environmental conditions (states) and action space for machines. The algorithms
in this category enable the execution of multiple scenarios based on action and state permutations that lead to variable outcomes.
As such, these algorithms adopt “winning” strategies which depend on the environmental state. The implementations of such
algorithms at the network-level are expensive because multiple environmental states and actions need to be defined for the
whole network. For example, a man-in-the-middle attack may appear at various places on a network and communicate with an
arbitrary set of IoT devices. In this case, although reinforcement learning models do not scale well, they have been successfully
implemented in network security monitoring 50,28,51 . Thus, adapting such methods for improving IoT security at the network
level is possible.

Resource requirements
The training of reinforcement learning models is time consuming but once developed these models are portable to other networks
(assuming network traffic behaviors are similar). The final models have low memory requirements.

Missing data tolerance
Reinforcement learning models tend to be more robust in terms of missing data and measurement errors in the data. Since an
arbitrary number of scenarios can be executed when training the model, the outcomes obtained have a set of decision probabilities
for any particular action. As such, scenarios can include previously unseen IoT behaviors and the model is guaranteed to make
a decision (even if it involves an inaccurate classification) for a previously unknown specific device behavior.

Limited and dynamic state information
Since the state of a particular IoT device needs to be incorporated in the reinforcement learning model, any lack of data during
training or when implementing reinforcement learning will affect the accuracy of detecting malicious network activity. This
is especially true because when these models are trained, the IoT states and behaviors are all simulated. In a real scenario,
tracking IoT states at the network-level can be challenging even when these states are known. For example, when an IoT device
communicates that it is entering a sleep state over the network and the latter is experiencing congestion, it may cause the
reinforcement learning model to interpret this lack of traffic as suspicious because the sleep state is not communicated on time.
Given the low throughput for some of the communication protocols that IoT devices use (e.g., Zigbee), it may be difficult to
implement reinforcement learning at the network-level. Furthermore, reinforcement learning models are also limited by the size
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of the state space as well as how frequently the space changes. For example, for most real-world scenarios, it becomes difficult
to guarantee that an reinforcement learning model will make the optimum decisions as learning becomes expensive. As such,
reinforcement learning is currently limited to simple attack “scenarios” for large multi-state IoT networks.

6

HOST-BASED MACHINE LEARNING DEFENSE

The implementation of machine learning defense algorithms on IoT devices enables the detection of attacks that sometimes are
hard to identify from network traffic alone. Next, we review the three categories of machine learning algorithms when deployed
at the host for IoT device security.

6.1

Supervised learning

Algorithms such as SVM and k-NN have been used to identify malicious incidents with IoT devices 52,28 because they can help
classify traffic and effectively detect intrusions, spoofing attacks as well as malware. A host-based approach involves incorporating these machine learning algorithms to identify specific interactions of the host with other networked devices (which may
launch possible attacks). For example, k-NN has been used for outlier detection in wireless sensor networks 53 . The approach is
successful in detecting specific communications and it incurs low power consumption. The classification of suspicious traffic
is shared with other IoT devices. Other supervised algorithms such as Random Forests (ensemble methods that average noise
across multiple predictive models) 17 have been recommended for detecting malware or for preventing spoofing 28 .

Resource requirements
The ability to effectively implement supervised learning techniques is hindered by the limited computational resources of IoT
devices. For example, while methods such as k-NN are effective, their computation complexity is proportional to the amount
of training data (e.g., number of packets in the training set). However, as there is no training stage for some machine learning
algorithms (such as k-NN), they are executed with the same complexity every time which can quickly exhaust the limited
computing and storage resources of the IoT device. Other supervised algorithms (such as SVM) that allow for pre-training of
models can be computationally efficient but depending on the algorithm and the amount of training data, they may exhaust the
available memory on a device. For example, a Random Forest model (i.e., an ensemble algorithm) may consist of hundreds of
decision trees all of which have to be loaded into memory in order to quickly classify and identify malicious activities.

Measurement error tolerance
Host-based machine learning defense solutions can ignore any network connectivity issues that may exist because their goal is
to correctly classify traffic that reaches the IoT device. As such, the biggest challenge for host-based security solutions is data
measurement errors, that may exist which are undetected and are used in machine learning models. For example, an IoT system
may be programmed to enter into a temporary sleep state if ambient temperatures reach a certain threshold. The device that
detects such a condition may signal to other adjacent devices to do the same (regardless of their local temperature readings)
in a scenario where these devices are linked together. Similarly, an adversary can exploit this behavior by signaling other IoT
devices to temporarily enter their sleep states (i.e., launching a DOS attack on these devices). A machine learning model can
cross-reference past data with the current temperature readings to identify any drastic variations (inconsistencies). However,
measurement errors may affect the accuracy of the supervised model. Therefore, supervised learning models that can efficiently
handle more noisy data (e.g., Random Forest) are more likely to yield better results in these scenarios.

Limited network view
Although host-based defense using supervised learning is expected to be effective for targeted IoT attacks, the limited view of the
network by the IoT device means that not all attacks can be detected by the host-based security solution in place. For example, a
distributed denial of service attack from various IoT devices to a switch or router is not detectable by other IoT devices (although
they may experience an increase in latency in their network communications).
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Unsupervised Learning

Techniques that employ unsupervised learning can be highly effective when they are implemented as host-based solutions. For
example, the Infinite Gaussian Mixture Model has been used to evaluate the authentication of IoT devices that are close to one
another 54 . In this work, authentication between two devices is achieved based on a series of features such as signal strength,
sequence numbers as well as Media Access Control (MAC) addresses of wireless packets observed. This approach, based on the
Infinite Gaussian Mixture Model, is highly effective against eavesdropping attacks because a client does not have to disclose its
location information (i.e., protecting the position of an IoT device) to attackers.

Resource requirements
Unsupervised learning methods can be computationally expensive because they have to classify incoming data on the fly (there
is practically no training phase where a model can be prepared ahead of time). As a result, the amount of data that these
techniques will be applied to directly depend on the computational capability of an IoT device to execute them. Furthermore,
the frequency (e.g., every minute) that an algorithm needs to be executed will also affect the feasibility of implementation of the
unsupervised learning methods. These computation and implementation constraints can be addressed by reducing the amount
of data used as well as the frequency of the algorithm’s execution. But unsupervised models can lead to false negatives because
of under-sampling or oversampling 28 .

Measurement error tolerance
The selection of features used by unsupervised learning models to detect malicious traffic can have a significant impact on the
model’s accuracy CITATION. As such, similar to supervised learning, if measurement errors exist because of the low quality of
sensor data or signal interference, the errors will affect the accuracy of detecting malicious events for unsupervised algorithms.

Limited network view
The inability to observe various states in the network may influence the efficiency with which various traffic patterns are categorized by the IoT device. However, for a process targeting outlier detection this may not substantially degrade the process of
identifying malicious events but it will increase the “false positive” rate in the sense that a security analyst will have a more
difficult time discerning whether such an incident is happening.

6.3

Reinforcement Learning

Host-based solutions that utilize reinforcement learning mainly involve the use of model-free reinforcement learning algorithms
which do not incorporate the environmental state that the algorithm executes in and instead focus on optimizing the reward for
a series of actions that need to be taken based on the state of an agent. The advantage of such a reinforcement learning model
is that it can be easily adapted to multiple network or host settings and in the IoT environment it has been successfully used for
authentication, anti-jamming offloading and malware identification 28 .

Resource requirements
For some reinforcement learning algorithms, the computation time complexity for optimization can be as high as 𝑂(𝑒𝑛), where
𝑛 is the state space and 𝑒 is the total number of actions 55 . Furthermore, the number of actions always tends to be higher than
the state space. However, if the problem space does not include duplicate actions or there is a linear upper bound on the number
of actions, the computation complexity of the reinforcement learning algorithm (e.g., Q-learning) can be as low as 𝑂(𝑛2 ) 55 ,
which substantially reduces the computational overhead. However, reinforcement learning models that involve deep learning
may be impossible to implement directly on some IoT devices especially when the feature space increases (e.g., image, audio or
embedded radar data analysis).

Missing data tolerance
Similar to network-based solutions, reinforcement learning models are more tolerant to measurement errors that may arise from
properties that influence the state and sensors of the device. When local state information is used, reinforcement learning models
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implemented at the host-level may even better contextualize the conditions that lead to measurement errors and artificially
correct them. For example, a device may learn that the standard deviation of data being polled from a sensor may be larger in
some specific state during which the polling rate is slower.

Limited and dynamic state information
The implementation of reinforcement learning models as host-based solutions means that the device may not be aware about the
states of other devices (or the device may receive a delayed signal about the states of other devices) but it is completely aware
about its own state at any given moment which is an important condition for producing useful and accurate reinforcement learning
models. In reinforcement learning, a state would represent the state of multiple aspects (such as active or sleeping, number of
bytes sent, and so on) associated with a device. There is still a concern with distributed states across associated IoT devices
that makes state space search expensive. However, for single devices the impact of this factor is limited. Successful host-based
implementations of reinforcement learning techniques have demonstrated their effectiveness on securing IoT devices 56,51 .

Limited network view
The lack of a complete picture of the entire network makes it inherently impossible to detect scenarios that involve multi-stage
attacks (similar to other machine learning methods). However, reinforcement learning algorithms can be further influenced to
exhibit poor performance under certain conditions such as context insensitivity and reward sparsity 57 . Context insensitivity
refers to the ineffective implementation of defining a reward that does not effectively capture context. For example, instead of
rewarding the algorithm for identifying bad traffic, we can provide a reward when the algorithm identifies clusters of malicious
traffic, which is often the case when we have a sequence of attack events. Similarly, when reinforcement learning algorithms are
unaware of their progress for a long time (reward sparsity), this can lead to a random search of the state space and less accurate
detection of malicious traffic. There is a lack of full context awareness with host-based reinforcement learning solutions. This
means that even if they can be provided with more context-aware information (accuracy of detecting malicious traffic), the
availability of contextual data (i.e., what is happening in the overall network) does not exist.

7

CHALLENGES AND OPPORTUNITIES

There are strong opportunities for machine learning approaches to improve ioT security but we still need to address several
key challenges associated with machine learning techniques. These challenges include adversarial machine learning, algorithm
portability, and further research into computationally cheaper machine learning algorithms as well as robustness against
eavesdropping attacks.

7.1

Adversarial machine learning

All machine learning algorithms are susceptible to adversarial attacks regardless of the type of machine learning algorithm that is
used. In general, the more asymmetry there is between a defender and an attacker, the more protected a machine learning model
is from adversarial attacks 58? . However, all models are prone to causative as well as exploratory attacks 59 . The former refers to
the ability of an attacker to influence the model by either influencing the training or testing data. The latter refers to an attacker
who performs reverse engineering on a model’s detection baseline and then uses that knowledge in order to avoid detection.
It is possible to also launch both attacks simultaneously. Overall, machine learning models that often require re-training or the
use of recent data are more prone to these types of attacks. For example, it is well-known that small changes (e.g., by adding
small a small amount of noise while keeping the data indistinguishable from the original data) in the input data used by the
learning model can lead to quite different results. More efforts are needed on adversarial machine learning research in order
to detect adversarial and evasion attacks. Machine learning systems are vulnerable to poisoning attacks wherein an attack can
insert malicious data into the dataset that is used to train the learning algorithm. In this case, the learning process is severely
affected. Consequently, the learning algorithm is taught a bad model. It is worth mentioning that poisoning attacks can be used
as a first step before launching evasion attacks later 13 .
Machine learning also have vulnerabilities which can be exploited by an attacker. In particular, an attacker can exploit weaknesses of the underlying learning algorithms. For instance, during an evasion attack, an attacker creates malicious data that
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intentionally produce errors in the machine learning system. Such attacks are possible because of vulnerabilities that arise: a)
when the initial data filtering or the detection of outliers are ineffective. In this case, the attacker can inject data that significantly
differs from the data expected resulting in unpredictable behavior of the learning algorithm, b) when the data used to train the
learning algorithm is not always sufficient to achieve a perfect (ideal) underlying learning model for the task it will be subjected
to 13 .
While the development of more robust machine learning algorithms is necessary, we recommend that priority be given to
addressing the development of “better” models by IoT security experts in the future. In general, models that require less retraining in practice are those that use more complex features and as such are inherently less prone to both causative as well
exploratory attacks.
Further, the development of robust, secure machine learning systems that can withstand sophisticated attacks of smart adversaries remains a significant challenge. By investing more research efforts to address this challenge, we can pave the way for the
deployment of machine learning technologies which can strengthen security in areas such as the Internet of Things and others.

7.2

Algorithm portability

The current state of machine learning algorithms limits the ability for them to be portable across various IoT implementations.
Although algorithm portability is not an absolute requirement (in fact adversaries may benefit from a standardized defense
model), it would be useful to establish standard features that are known to be successful in various IoT machine learning security
implementations. The lack of standardized tools and libraries for machine learning means that the adoption of such methods by
IoT device manufacturers as well as security engineers will be limited.

7.3

Eavesdropping detection

Detecting an attacker who is eavesdropping on communications is still a difficult task for IoT devices. The more passive the
actions of an attacker are, the more difficult it becomes to detect them. Most of the current security measures focus on passive
measures that include layers of encryption on the communication channel. However, an attacker can still access such an encrypted
channel by spoofing one of the communication devices. Some progress has been made in using sensors to identify a potential
eavesdropper in the physical space 28 . Give the seamless and ubiquitous connectivity of the IoT devices with physical space
solutions against eavesdropping are likely to be effective if machine learning approaches are implemented.

8

CONCLUSION

Internet of Things devices are being been extensively integrated an deployed within organizations following the promise that
more data will lead to better decision-making. However, such devices are rarely implemented with security concerns in mind.
Furthermore, even when such measures are implemented, there are distinct limitations on the rules and signatures that can be
used to identify potential adversaries. In this paper, we have explored how we could improve IoT security at the network-level
and at the host-level with machine learning techniques. We have also highlighted the strength and limitations of the machine
learning algorithms because of the unique characteristics of the IoT devices and their environments. Given the explosive growth
and increasing adoption of IoT devices, security researchers need to develop novel, cost-effective, scalable machine learning
techniques as well as adapting existing ones to better meet the computational and environmental constraints of the IoT ecosystem.
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